RIVERPOINT WIRELESS

1. Requirements and Preparations: 2. Give Windows control of wireless:

: Qrin%?\i (;P“\;Sigl I;:;zgzkpla(ik 2 Go to Control Panel -> Admin Tools -> Services:

e Antivirus solution from Symantec, Norton, McAfee, - Scroll down to Wireless Zero Config and open.
or AVG (Note: Alternative available during con- - Click Start button if you can, otherwise ignore.
nection process.) - Return to the Control Panel.

e Disable the server certificate revocation check
(Internet Explorer 7 users only): Go to Control Panel -> Network Connections:

e Open Internet Explorer, click Tools, and click

g - Right-click Wireless Network Connection.
Internet Options.

- Choose Properties.

e Click the Advanced tab, and scroll down to - Click the Wireless Networks tab.
Security. - Make sure Use Windows to config is checked.
o Be sure the Check for Server Certificate
Revocation* box is unchecked, and click OK. 2=l
Highly Recommended: You should download and install General Wireless Netwarks |Advanced|

the latest drivers for your wireless adapter before
attempting to make a wireless connection. If applicable,
you should also open your adapter’s utility and un-
check it managing wireless. How you go about this

v Usze ‘Windows ta configure my wirsless netwark settings

3. The following window should appear:

(())Wireless Network Connection 3 x|

[“Metwork Tasks Choose a wireless network

B Refresh network st Click an tem I toget more.
informatian.

2} set up a wireless network “ﬁ)) EWU-RP

For a home or small office.

aitl]

rRebtedTass————— | | (¢ ﬁ)) WsU-RP

O ez  Sertrity-enabled wireless network alll
orking

e Change th order of

prefered networks

4 Change advanced
settings

If your window appears as above, click on
Change Advanced Settings to the left.

(If your window doesn’t see EWU-RP and WSU-
RP, then you may not be in range of an access

point or Step 2 wasn’t completed properly. There
may also be an issue with your computer or wire-

e e oF s - Click the OK button. !ess adapFer. Itis ug ;0 'the user to resolve such
P pter. - Right-click Wireless Network Connection. issues or incompatibilities.)
Obvious: You’ll need to be within range of an access - Choose View Wireless Network.
point before proceeding.
Key: Circles and arrows in these instructions indicate
where changes must be made.
4. Again click on the Wireless Networks tab, 5. Type EWU-RP or WSU-RP (all CAPS), then 6. Fill-in the window as indicated below, then
then click on the Add button (not OK). click on the Authentication tab (not OK). click on the Properties button (not OK).
2 S s vevorc properies 21
General Wirsless Networks IAdvanced' Aszociation IAulhenlicatiunl Connecion | Association  Authentication |C0nneclion|
v Use'Windows to configure my wirsless network settings MNetwork name [SSID): IW’SU-HF‘ <:III St s e b aviEle anhetimsted et seesss
" wireless Ethernet networks.
~ Available networks: ~Wireless network key

To connect to, disconnect fram, o find out more infarmation
about wirelezs networks in range., click the button below

Wiew Wirsless Metworks | Network Authentication: IDpen - I

Drata encryption: WEP -

Thiz netwark requires a key for the fallowing:

i~ Prefered nebworks:
Automatically connect to available networks in the order listed
below: Hetwark kep: I

1 ByE U | Canfirm network key: I
I mve dovn |
Key index [advanzed]: |1 _Ij

¥ The key is provided for me automatically

[V Enable IEEE 802.1x authentication for this network.

ype

Properties |

@uthenlicate az computer when computer infarmation is
vailable

I~ sutherlicate as guest when user or compter information is
unavailable

Add... Femove Fioperties |
Learn abaut sefting up wireless netwark, Advanced [™ Thiz iz a computer-to-computer [ad hoc) network; wireless
confiquiation. access points are not used
=\
@ Cancel Cancel 13 % !2 I Cancel |
7. Fill-in the window as indicated below, then 8. Uncheck the box. 9. Click on the prompt and the Enter Credentials

click on the Configure button (not OK).

21X EAP MSCHAPv2 Properties x|

When connecting:
~IV validate server certificate

When connecting:
l_ Connect to these servers:

| utamnatically uze my Windows logon name and
azaword [and domain if any).

Trusted Root Certification Authorities:
D TC TrustCenter Time Stamping CA ;]
[ Thawte Personal Basic CA
[ Thawte Personal Freemail CA 0K I Cancel
D Thawte Personal Premium CA
Thawte Premium Server CA <:||

[ Thawte Server CA - . .
[ Thawte Timestamping CA = Now click the OK button four times for each of
< | Ll_l the four windows as you apply changes and back
™ Do not prompt user to authorize new servers or trusted out of the sethgs. The f(?llowmg promp t should
certification authorities. then appear in the lower right corner of the
screen:

Select Authentication Method:
d d (EAP-MSCHAP v2] ~|  Configure...
e pasward v2) | i1 wireless Network Connection 3 lz‘

il Click here ko select a certificate or other credentials For
@:‘ Cancel connection ko the netwark WsU-RP

window appears:

Enter Credentials x|

User name;: I

Password: I

Lagon domain: I

OK I Cancel |

Enter your network-id (for User name) and pass-
word. Ignore the Logon domain field. Click the
OK button.

=== CONTINUE ON BACK




10. If authentication is achieved, you’ll see a

prompt like

this in the () wireless Network Connection 3 is now connected
Connected bo: WSU-RP

task bar: Signal Strength: Excellent

(If authentication fails, the login window will
persist. This may be a case of a forgotten pass-
word, but it is up to the user to resolve.)

Continue the connection process by opening up an
Internet Explorer browser window. You’re auto-
matically redirected to this screen:

WASHINGTON STATE
é""} UNIVERSITY

Cisco Clean Access Authentication

Username
Password

Please provide your credentials to access this networl

11. Enter your network-id and password again and
click the Continue button.

The Network Security Notice screen appears.
Read the information, click on the Download but-
ton, and choose to Run. You may have to click a
second Run button. Click Next through the de-
faults and install the Agent. When finished the
following icon will appear in the system tray:

A shortcut will also appear on your desktop.

Important: All steps up to this point should not
need to be repeated. The Clean Access Agent will
automatically pop-up from now on whenever
you’re within wireless range, and through the
Agent you will be able to connect.

Helpful: Close all browser windows at this point to
cut down on clutter.

12. The Agent pop-up login window appears:

8= Cisco Clean Access Agent

Clean Access Agent

!

Please enter your user name and password:

User Hame :

Password :

™ Remember Me
Please select your authentication provider:

WS ACS -

Once again enter your network-id and password.
EWU users will also have to select an authentica-
tion provider: EWU Student LDAP or EWU Staff
LDAP. Click Login to continue.

1 . . .
; If the Successful Login window appears at this
; point, you’re done! Otherwise, continue...

The following window appears if your computer
has fallen behind with updates:

T Cisco Clean Access Agent: x|

At least one of the following three requirements
will need to be met if you are given only temporary
access...

No Antivirus Found:

Pause! If you have an alternative AV package

Clean Access Agent

& You have temporary access !

Your system does not meet the requirements enforced by the network
administrator. You may only have limited access to the network until your
system meets all the requirements.

There is approxdmately 0:19:58 1R hefare yaur termparany access expires

Please click on "Continug” and follow the instructions to satisfy network
access requirements.

| CoTe

Windows Security Update:

installed on your computer, or if your valid AV
product has expired, it is recommended that you
uninstall that software before proceeding.

Click the Go To Link button to go to the Micro-
soft Windows Update site. Click the Express
button and then the Install Updates button when
prompted. Upon completion you’ll probably be
required to reboot. If so, do so and then log back
in with the pop-up Agent (Step 12). If not, click
the Agent’s Next button to continue. tray:

Otherwise, read the Description, click on the Go
To Link button, and choose to Run. You may
have to click a second Run Button. Click Next
through the defaults and install SAV. When fin-
ished the following icon will appear in the system

&

Antivirus Signature Update:

LS——————

Click the Update button to start an auto-update

You will only be able to continue through the
connection process by agreeing to update your
computer. If the updates take longer than 20 min-
utes the session will time-out and you’ll have to
log back in with the Agent (Step 12) and try the
update process again.

Next button.

procedure. Allow the update to run its course and
completely finish installing before clicking the

: After running the Clean Access gauntlet, you are
i rewarded with a window proclaiming,
i “Successfully logged into the network!”

Frequently Asked Questions

Q: How do I stop the Agent from popping-up and pestering me when I don’t
want to connect to the network?

A: Point and click your mouse cursor on the Clean Access Agent icon in the
system tray and choose Exit. If you want to connect later, you’ll have to
launch the Agent with the Desktop shortcut or through your Start menu.

Q: I'm stuck. Irebooted and now the Agent isn’t popping-up and I can’t get
out on the internet. How do I reconnect?

A: Your adapter’s utility may have taken back control of wireless. Repeat
Step 2 and figure out how to stop the utility from assuming management by
default. Look for a non-Windows wireless icon in your system tray that you
can open and make settings changes.

Q: Why won’t Clean Access let me connect right after it forces me to update
my virus signatures to the very latest?

A: This seems to be a random, infrequent bug. You’ll have to wait a while
(maybe up to thirty minutes) for Clean Access to reconcile the update.

Connectivity Disclaimer

Connecting to the Riverpoinnt wireless network has been tested by a variety of
computers and users, and the instructions for connecting have been written with
broad accommodation in mind. Most properly functioning computers should be
able to connect to the Riverpoint wireless network if the necessary requirements
are met and the instructions are followed correctly. Nonetheless, due to the vaga-
ries of computer conditions and user interpretations, WSU Spokane can not guar-
antee that all users will be able to successfully connect. In the event of difficul-
ties, please refer to our online FAQ (http://www.spokane.wsu.edu/wireless-faq).
WSU Spokane does not have a wireless help desk for further assistance.

Security Disclaimer

The Riverpoint wireless network has been constructed with the user’s security in
mind. With network-id authentication, digital certification, and tunneled encryp-
tion, the use of this wireless network should prove smooth and safe. Nonetheless,
WSU Spokane does not accept any responsibility in the unlikely event that sensi-
tive data (including personal or financial) is somehow ‘sniffed’ through surrepti-
tious means by unknown parties bent on ill-intent. By logging on to the River-
point Wireless network, you acknowledge this disclaimer.
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